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PRODUCT BRIEF

Conducting in-depth global research requires additional security to protect your identity, local machine, and

local network from both known and unknown threats.

Babel Street Secure Access offers a web-based, isolated virtual desktop environment that leverages a
hardened egress network with global points of presence. So you can manage your online appearance,

overcome IP bias, and safely manage and share files.

This means users can confidently browse the web and conduct research with a localized perspective —
without exposure to unnecessary risk — freeing them to focus on research output and the results that

provide decision advantage.

Key Benefits

Secure Online Access

Our encrypted web-based platform allows users to
access both a secure virtual environment and unique
phone numbers with two-factor authentication,
without requiring additional hardware or software.

Local Perspectives

Our seasoned infrastructure and hardened egress
network allow users to select multiple points of
presence for maximum security while obtaining local
search results in over 95 countries.

User Anonymity

Our platform is constructed to leverage commercial
and residential networks. This enables users to
conduct research and browse the web anonymously,
while blending in with normal web traffic patterns.

Safe File Management

Safely scan files for malicious content, transfer files
between the local and virtual machine, and share
documents and media files with other users — all
without risk to your network or the local machine.

Custom User Permissions

Administrators can manage user permissions

to control a user’s ability to configure headings,
language settings, browsers, localized date/time, and
persistent and non-persistent sessions.

Monitoring and Reporting

Track, monitor, and generate reports on system
activity, organizational audit logs, browser and
session history, and support tickets. Export data from
the Ul or by utilizing integrated APl access.

babelstreet.com



Environment

Remote Site
User

HOSTED
PLATFORM

Scan Files
for Viruses and
Malware

VPN
EGRESS NODES
KEY MANAGEMENT

SERVER Hop 1 Hop 2 Hop 3

o T ©Opt)  (Opt)
Q<P QP O¢

‘\/\f Secure Virtual
Gateway @ Machine @ VPN

DOCUMENT

MANAGER (DM)

Remote User can

Upload Common
File Types

Share and Store
Documents

How it Works

1. Open a web browser on your local machine
and log into the web-based application.

2. The site connects you to a virtual desktop
environment using a secure gateway and
VPN.

3. Select a virtual machine type and set your
egress locations.
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4. Privately and securely browse the internet.

5. Download or upload files and share files
with other application users within the
Document Manager (DM).

Babel Street is the trusted technology partner for the world’s most advanced identity intelligence and risk
operations. The Babel Street Insights platform delivers advanced Al and data analytics solutions to close the

Risk-Confidence Gap.

Babel Street provides unmatched, analysis-ready data regardless of language, proactive risk identification,
360-degree insights, high-speed automation, and seamless integration into existing systems. We empower
government and commercial organizations to transform high-stakes identity and risk operations into a

strategic advantage.

Learn more at babelstreet.com
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